Journal of Medical Systems
(2020) 44:98
https://doi.org/10.1007/s10916-019-1507-y

SYSTEMS-LEVEL QUALITY IMPROVEMENT

Transforming Healthcare Cybersecurity from Reactive to Proactive:
Current Status and Future Recommendations
Soumitra Sudip Bhuyan 1 & Umar Y Kabir 2 & Jessica M. Escareno 2 & Kenya Ector 2 & Sandeep Palakodeti 3 & David Wyant 4 &
Sajeesh Kumar 5 & Marian Levy 2 & Satish Kedia 2 & Dipankar Dasgupta 6 & Aram Dobalian 2
Received: 31 July 2018 / Accepted: 14 November 2019
# Springer Science+Business Media, LLC, part of Springer Nature 2020

Abstract
The recent rise in cybersecurity breaches in healthcare organizations has put patients’ privacy at a higher risk of being exposed.
Despite this threat and the additional danger posed by such incidents to patients’ safety, as well as operational and financial threats
to healthcare organizations, very few studies have systematically examined the cybersecurity threats in healthcare. To lay a firm
foundation for healthcare organizations and policymakers in better understanding the complexity of the issue of cybersecurity,
this study explores the major type of cybersecurity threats for healthcare organizations and explains the roles of the four major
players (cyber attackers, cyber defenders, developers, and end-users) in cybersecurity. Finally, the paper discusses a set of
recommendations for the policymakers and healthcare organizations to strengthen cybersecurity in their organization.
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Introduction
Advances in technology have had numerous societal benefits,
including in the healthcare sector. The rise in the use of
Electronic Health Records (EHR) is expected to reduce
healthcare costs by improving the quality and delivery of
timely healthcare services [1]. Recognizing these benefits,
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the Health Information Technology for Economic and
Clinical Health (HITECH) Act was enacted to increase the
number of healthcare organizations adopting Health
Information Technology (HIT) [1]. While HIT has substantial
benefits, integrating healthcare with technology has increased
the likelihood of breaches of patient records [2].
Information that is lost, stolen, displaced, hacked, or communicated to unofficial recipients is defined as a breach of
information; and this disruption in data information is considered a cyber-attack [3, 4]. About 94% of healthcare organizations have experienced at least one of these types of cyberattacks [5]. An estimated 150 million patient health records
have been breached between 2009 and 2014 [6]. The majority
of the breaches during this period were the result of breach,
loss, or theft of portable computing devices [6].
A study conducted by McCue found that insiders rather
than outsiders conduct 70% of data fraud in organizations
[7]. The richness of data housed by healthcare entities has
been cited as a primary reason that healthcare is susceptible
to high data breach and financial risks [8]. Healthcare organizations usually possess a high volume of sensitive data. Data
containing names, date of birth, social security number, address, and credit card information are abundant in hospital and
insurance records. Moreover, hackers prefer focusing on
healthcare organizations because healthcare data is more valuable than data from other industries in the black market. An
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EHR, for instance, is worth between 10 and 100 times more
than credit card information in the black market [9].
Cyber breaches add to the financial burden for the
healthcare industry, which already confronts high expenditures and low-profit margins in comparison to many other
industries. Presently, the average cost of data loss is greater
for a healthcare organization compared to organizations in
other sectors [8]. The penalties and fines imposed by entities
like the Health and Human Services’ Office for Civil Rights
further compound the financial burden suffered by healthcare
organizations, although they incentivize companies to improve their cybersecurity. It is estimated that data breaches
will lead to $309 billion in lost revenue by 2019 [6].
The problem of cybersecurity goes beyond patients’ privacy and the financial burden on the industry; it also poses a
threat to patient safety [8]. For example, the use of wireless
medical devices may expose patients to threats from
cybercriminals. A cybersecurity flaw in a cardiac device like
the one recently detected by the U.S. Department of
Homeland Security could be exploited by cybercriminals to
harm a patient [10]. Safeguards such as, encryption, shredding
documents, locking doors, and using passwords, should be
implemented to limit exposures and avoid inadvertent disclosures to protect sensitive healthcare information and reduce
cyberattacks [3].
Despite growing threat of cyberattacks in healthcare, the research on this topic is nascent and there are major gaps in its
literature [11]. To encourage awareness and further research on
this topic, this paper discusses emerging threats posed by
cyberattacks in healthcare as well as critical players involved in
the cybersecurity. This paper also delves into existing cybersecurity policies at both the federal and state government levels and
offers recommendations for policymakers to optimize healthcare
cybersecurity. Finally, it identifies directions for further research
on healthcare cybersecurity.
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a distributed DoS attack to disrupt the network of several
organizations [14]. In addition to the financial losses related
to restoring systems after a DoS attack, it is particularly dangerous as it can prevent healthcare providers from accessing
or transmitting vital information during the attack.

Privilege Escalation
Privilege escalation attacks are driven by the goal of achieving
a higher level of access to a network or program; they are
usually executed by exploiting vulnerabilities in a program
or network [15]. Hackers could choose to use the elevated
access to do a number of things to the system, such as changing a patient’s chat information, thereby, compromising the
patient’s safety. There are two major types of privilege escalation attacks: vertical and horizontal [16]. “Multi-layered attacks” can also utilize malware to escalate privileges on a
system and inflict even more damage.

Man in the Middle (MITM) or Eavesdropping
An eavesdropping attack is considered a type of reconnaissance attack [4]. It occurs when an intruder intercepts communications between two parties [17]. The attacker eavesdrops
on the contents communicated by secretly acting as an intermediary in the information exchange. The integrity of the data
communicated can easily then be compromised since the intruder is capable of altering the data before relaying it to the
other party or parties, unbeknownst to them. In healthcare, an
eavesdropper could gain access to confidential information
and possibly even blackmail patients.
Man-in-the-Browsers (MITB) attacks build on MITM attacks by facilitating the attack remotely. The most sophisticated MITB attacks utilize Trojan malware that is capable of
evading antivirus programs [18].

Cryptographic Attack

Types of Cyberattacks
There have been some attempts to classify cybersecurity
threats [12]. Each of these studies has utilized a different set
of criteria to classify cybersecurity based on the purpose, severity, scope, and legality of cyberattacks [4]. We discuss the
major types of cyberattacks and the motivations behind them.

Denial-of-Services (DoS)
The aim of a DoS attack is to flood a network with traffic in
order to disrupt service and prevent users from accessing network resources [13]. This type of attack is capable of significantly slowing or shutting down the entire network of a
healthcare organization. The attack on Boston Children’s
Hospital in 2014 is an example of how “hacktivists” deployed

A cryptographic attack is carried out with the intention of
revealing information that has been concealed; in other words,
it seeks to decrypt encrypted information [19]. Cryptography
is the process of encrypting and decrypting information into
codes, so only the sender and intended receiver can understand it [20]. The binary coding obscured to others because
the algorithms used in encrypting the information are only
accessible to its creator [21].

Structured Query Language Injections Exploit
Several websites use the programming language Structured
Query Language (SQL) to manage their databases.
Vulnerabilities in SQL may be exploited by hackers to execute
malicious “payloads” (harmful SQL statements) that make the
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data servers divulge information. During such an SQL injection attack, hackers can alter the information in the database,
affecting the integrity, confidentiality, and availability of information stored on that database [22]. In 2015, vulnerability
in version 3.3 of Epiphany Cardio Server, a central webapplication that manages data for hospitals, was discovered
that could allow for an SQL injection to exploit it [23].

Malicious Software
Malware or malicious software refers to a group of programs
that are designed to harm or compromise a computer system
without the permission of the user [24]. These programs carry
out various functions that include altering, damaging, spying,
or deleting user information. Malware is spread either physically using an external drive or through internet downloads
such as “phishing” emails. Some common malware are
worms, bots, viruses, adware, Trojans, spyware, adware,
backdoors, ransomware, and rootkits.

Virus
A virus, the most common malware, self-propagates without
the permission of the user and infects other computers [25].
Viruses are usually malicious; they perform actions like deleting or corrupting data [26]. Although viruses are self-propagating, they require user activation to exact their effect but
replicate automatically [25]. The need for user activation is
due to the fact that the majority of viruses are executable files
attached to host file.
In 2017, a virus shut down the computer system at Erie
County Medical Center in upstate New York and delayed
performance as laptops had to be distributed to staff so they
could access backed up patient information [27].

Trojans
Like the mythological Trojan horse, this piece of malicious
software is designed to appear as useful, legitimate software
[25]. Another important feature of a Trojan is that, unlike
viruses and worms, this type of malware is not selfreplicating and does not need a host file [25, 28]. Trojans
can give hackers a “backdoor” to allow access to an infected
system [25]. The Alaska Department of Health and Social
Services was recently hit by a Trojan attack, and two computers were found to have malicious software that masqueraded as legitimate applications [29]. It is possible that the Trojan
horse had already created a backdoor through which patients’
records were exposed.
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Spyware
Spyware is “a software that is installed on a computer without
the user’s knowledge and transmits information about the
user’s computer activities over the Internet” [30]. Spyware
works covertly on a system and allows the attacker to monitor
the target’s usage and gather personal information [31, 32]. A
spyware can come in the form of a Trojan horse utilized to
carry MITM attacks. Spyware can also slow down computers,
typically by overworking the system [31].

Ransomware
Lately, stories of ransomware attacks have become a daily
headline in the news [33]. A central feature of this type of
malware attack is the demand for ransom in exchange for
decryption of information [33]. Ransomware, however, can
use one of the several other types of malware to hack an
organization. Occasionally, in addition to encrypting the victim’s information, the hackers threaten to sell or expose the
information to the public if the ransom is not paid. The 2017
attack on Britain’s National Health Service (NHS) was facilitated using ransomware named WannaCry (also known as
WannaCrypt). This attack hindered patient care throughout
the health system [34].

Phishing
The use of social engineering to trick individuals or organizations into either divulging information or perform an activity
harmful to their computer is referred to as phishing [35].
Phishing is more of a technique or a vector than a type of
attack. It is one of the most common ways to delivery malware
[36]. Assailants usually make use of emails that redirect the
receiver to a website, which either collects their information or
prompts the download of malicious software. Spear-phishing
is a type of more targeted phishing that is directed at certain
individuals or organizations [37]. New York’s largest provider, Kaleida Health, was breached twice in 2017 using the spear
phishing technique and more than 3000 patient records were
compromised [38].

Worms
Unlike viruses, worms do not rely on a host file to run, selfreplicate, or propagate [25]. Dissemination of worms usually
depends on vulnerabilities in the target system or through
social engineering [25]. The WannaCry that affected
Britain’s NHS is a worm by design [34].
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Major Players in Cybersecurity
The major players in cybersecurity include a host of individuals and organizations that range from software developers to
end-users [19]. These players include hackers, cybersecurity
professionals, software developers, government regulators,
and end users. Each of these individuals plays either a critical
role in safeguarding or jeopardizing cybersecurity. A deep
understanding of their roles in achieving cybersecurity and a
recognition of their limitations will aid healthcare organizations in better planning to prevent cyber breaches.

Cyber-Attackers
Cyber-attackers constitute the main threat to cybersecurity.
Cyber attackers are the main reason that cybersecurity exists.
Understanding the motivation of the various type of cyberattackers can serve as a foundation for building strong cybersecurity protocols.
A hacker is an individual that seeks to gain remote access to
data with or without authorization [39]. However, when the
attempt is made without a malicious or criminal intent and
under the appropriate authorization, it is referred to as ethical
hacking [40]. Therefore, the intent and authorization status
determines the type of attacker. Attackers use one or a combination of cyberattack methods to achieve their goals.
Fischer (2016) broadly classified cyber attackers into
hacktivists, terrorists, spies, and criminals [41]. This classification is similar to Goderdzishvili’s classification of cyberattack based on legality in 2010 [42]. Under these two authors’
classification, cybercriminals are individuals that use a computer to commit crimes like theft or extortion, and their motivation is usually monetary. Hacktivists, however, are fueled
by nonmonetary motivations; they engage in cyber attacks to
promote their political agenda. The two studies defined
cyberterrorists as individuals that are involved in the deliberate disruption of computer networks. Cyber terrorists could
belong to either subnational or clandestine groups. Hackers
involved in espionage are cyberspies who eavesdrop on sensitive classified or proprietary materials belonging to either
government, private companies, or individuals.

End Users
End users also play a crucial role in ensuring cyber security.
End users can be either malicious or non-malicious players,
and both present a specific kind of threat. End users have
proven to be a “weak link in protecting organizations against
some cyber-attack strategies [43].
A study of over 900 breaches in 2010 revealed that insiders
who are either current or former employees were responsible
for orchestrating 48% of all data breaches in the study, and
only 10% of the incidents were unintentional [44]. Malicious
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insiders are deemed extremely dangerous since they are familiar with strengths and weakness of the system [45]. However,
non-malicious end users also serve as a gateway for cyber
attacks. For example, spam emails that carry a cyber threat
spread only because somewhere along the system, a spammer
is using someone’s machine as a host [46]. In a survey in 2013
by the SANS Institute, 50% of all the responders consider
non-malicious users the top threat to cybersecurity [47].
Even if healthcare organizations implement the best security protocols, failing to prepare their workforce, i.e. end users,
leaves them susceptible to cyber-attacks. To be fully capable
of preventing cyber-attacks, the organization must prepare
their workforce. Employee education should focus on understanding privacy and security related to protecting patient information [48]. Employee monitoring and human security
testing should also be a priority [49].
It should be noted that security policies put in place to
protect networks against cyber breaches may be a source of
nuisance for end-users. Accordingly, achieving a successful
cybersecurity culture in an organization requires obtaining
the buy-in of end-users and understanding their needs [19].

Cyber Defenders
The cyber defender is an umbrella term that we adopt for a
vast array of individuals that are actively working to ensure
cybersecurity. These include IT professionals (cybersecurity
experts) and government agencies. Information technology
professionals that work to ensure cybersecurity go by different
titles; among the commonly used titles for them are security
engineers or architects, security analysts, IT directors, and
systems administrator [50]. Their primary role is in planning
and executing security measures to ensure that their organization is protected from cyber threats [51]. The healthcare field
is currently facing a shortage of cybersecurity experts. This
shortage is attributed to low pay and lackluster recruiting efforts [52].
Several government departments are charged with
defending cybersecurity, for example, the Department of
Homeland Security and Department of Justice are responsible
for apprehending and charging cybercriminals, respectively
[41]. Other government agencies like the National Institute
of Standards and Technology (NIST) contribute to the development of frameworks for ensuring cybersecurity [53].
Congress has recently taken an active role in developing laws
aimed at mitigating cybercrimes. Between the 113th and
114th Congress sessions, at least six cybersecurity bills were
enacted [41].

Developers
Developers are essential to ensuring cybersecurity as it is their
mistakes that cyber attackers exploit to breach systems.
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Malware can easily be introduced into a network when there
are mistakes in programming by developers [54, 55]. An estimated 90% of security incidents happen through exploiting a
vulnerability in a software program [56]. For example, the
Wannacry ransomware attack of 2017 that affected over 99
countries exploited a vulnerability in Microsoft Server
Message Block (SMB) in Windows [57]. Vulnerabilities like
this one are ubiquitous and growing in number. The National
Vulnerability Database of NIST currently lists more than
100,000 Common Vulnerabilities and Exposures (CVS) in
its database [58].
While several organizations choose to invest money in
protecting their networks, many breaches actually occur at
the application layer [59]. The apparent disconnect between
developers and defenders also strains defenders and ultimately
weakens cybersecurity [60]. In a survey of developers by
SANS in 2015, it was discovered that less than 20% of security testing is conducted by the development team or quality
assurance personnel in an organization [60]. To strengthen the
backbone of cybersecurity, security-risk-aware programming
principles must be applied in developing software [61]. In
addition, the information silo that exists between developers
and defenders has to be broken [60].

Recommendations
Cybersecurity issues threaten access, quality, and cost in
health care. Technology offers hopeful alternatives for each
of these goals, but in order to realize the benefits of these
technologies, cybersecurity issues must be resolved.

Policymakers
1. In dealing with cybersecurity, policymakers face a constantly evolving target. For example, when the meaningful use incentive program was first enacted, handheld mobile devices were a relatively minor part of eHealth, compared to more recent times. Furthermore, the regulatory
process takes time and can be difficult to change.
Consequently, policymakers will likely continuously be
in a catch up mode as they try to develop cybersecurity
policies. For example, although HIPAA laws have been
updated (for example to deal with the issue of business
associates), as technology changes, it can be expected that
HIPAA will need to evolve further [62].
2. Policymakers should note that major government programs, such as Medicare, Medicaid, and the Veterans
Health Administration (VHA) might have specific program goals that are threatened by cybersecurity issues.
For example, these programs might want to encourage
alternative delivery approaches through the use of technology (for example, telemedicine). Over the past few
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years, VHA has begun to make significant investments
in telehealth. Consequently, policymakers must deal with
cybersecurity both from the perspective of the threat to
our society in general, and also from the perspective of the
threat to particular government programs.
3. Cybersecurity issues in healthcare are linked to the larger
set of cybersecurity issues in society. As innovations occur, policymakers may need to alter the regulatory environment to allow technological innovations to be applied
to healthcare. For example, some observers believe that
blockchain technology offers the possibility of highly secure, decentralized, and longitudinal health records [63].
This technology would likely require regulatory changes.
For example, HIPAA’s 1996 security, privacy, and transaction sets are not aligned with blockchain technology
[64].

Healthcare Organizations
1. For healthcare organizations, cybersecurity involves
trade-offs. For example, an organization may consider
enhancing privacy by requiring that a patient grant approval before a specialist may access the patient’s information. However, that could delay the completion of the
referral. It is worth noting that claims processing staff
and insurance company staff have access to much of the
patients’ information [65]. In addition cybersecurity
measures may use significant resources. Financial costs
are not the only concern in this regard. There is also the
opportunity cost of key IT staff. In considering cybersecurity initiatives, it has been suggested that governance
should take the approach that they are managing a “portfolio” of IT projects, and that the use of staff on one
project will make that staff unavailable for other projects. There is an extensive literature on project portfolio
management in this regard [66].
2. One concern for deciding HIT risk trade-offs is the idea
of “hiding in the bell curve”. An organization does not
want to badly trail their peers in meeting a regulation;
however, there is likely little to gain by going through
the expense of greatly outpacing their peers. If instead an
organization is in the middle of the peer group, it is
unlikely to be the focus of regulators or strongly disadvantaged competitively [67].
3. Healthcare organizations, like all other organizations,
need to take a comprehensive approach to cybersecurity
rather than an ad hoc approach of dealing with threats on
a case-by-case basis as they are discovered. The ad hoc
process faces a difficult challenge in adequately identifying and addressing all emerging security gaps.
Security should be viewed in the context of processes,
and not specific technological fixes. Concerning security
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problems, Schneier stated, “If you think technology can
solve your security problems, then you don’t understand
the problems and you don’t understand the technology.”
[68].
One example of a comprehensive approach to cybersecurity is the CERT Resilience Management Model [69].
In the context of this model. “resilience” is the ability of
an organization to withstand an impact, continue operations, and return to the original condition. The model
includes a detailed evaluation of process areas throughout an organization. This comprehensive approach includes establishing a governance structure over each
process, and ensuring that planning, training, financing,
and other factors are adequate to achieve required resilience in each process area.
Another approach is risk management. This approach
involves a risk assessment that begins with identifying
potential risks. Once each risk is identified, the specific
asset and vulnerability are determined. Next a risk assessment is developed based on the likelihood of an
adverse event, the impact if that event occurs, and any
safeguards currently in place to reduce the effect of the
occurrence. The next step is mitigation planning, where
a specific step is identified, a person is made responsible, and a due date is assigned. The activity is then monitored and a revised assessment of the risk is made following the mitigation. Traditionally the different approaches to risk management have been classified under the headings of mitigating risk, avoiding risk, transferring risk (i.e. through insurance) and bearing risk
[70, 71]. To avoid preconceived biases and cover-ups,
risk assessments can be conducted through external
parties.
The choice of risk management techniques has been influenced by the emerging field of cyber insurance.
Policies may be purchased that cover expenses associated with data breaches, including “notification costs,
credit monitoring, costs to defend claims by state regulators, fines and penalties, and loss resulting from identity theft” [72]. Vaughan & Vaughan provide “rules” to
help guide the decision about how to respond to specific
risks during the risk management process, including a
“tool” that helps identify which risks should be insured
against [73]. However, the healthcare organizations
should have a clear understanding of what is covered
under cyber insurance and under which circumstances.
Another option for a comprehensive approach is to
integrate cybersecurity into the strategic planning
and budgeting process. Over time, there has been a
change in the role of IT in the planning process. At
first, the IT manager was viewed as an “applications
provider” and was not part of the strategic planning
process. However, it has since been recognized that
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spending on IT was often inconsistent with the organization’s strategic goals, and consequently efforts
were made to “strategic align” the goals of the organization and the IT budget. This was followed by
recognition that the IT manager could be viewed as
a “strategic contributor” (instead of reacting to a
completed plan), and be part of the planning team
that is conducting the “strategic assessment”. One
goal was IT fusion, which exists when there is a high
degree of alignment between IT and the rest of the
organization. Building on this concept, Bensaou and
Earl discussed the idea of “strategic instinct” [74].
They point to the example of Japan where IT investments tend to be made not because of specific goals,
but because the investment is essential to the longrange objectives of an organization.
8. In another comprehensive approach Baker attempts
to generate a “trust framework” by creating layers of
protection [75]. The first layer of protection is risk
management; and the second layer is information
assurance policy that covers policies for security,
privacy, and safety. The third layer consists of physical safeguards such as, workstations and devices.
The fourth layer is operational safeguards such as,
training, designating a security officer, and continuity of operations planning. Layer five is architectural
standards, dealing with interoperability, availability,
and reliability. Layer six is a technology safeguard
regarding data encryption, access control, audit controls, and protection against malicious software. Layer
seven is usability features such as single sign-on. These
layers are expected to work together to create trustworthiness for data security and privacy.
9. Training rank and file employees is important. There is
an adage in cybersecurity that goes “You are only as safe
as your ‘weakest’ person”. One key concern is countering efforts at social engineering. Depending on the circumstances, other safeguards may be put in place. For
example, one type of social engineering involves leaving
a USB drive in an employee parking lot in the hopes that
an employee will take it inside and try to determine what
is on it. Such threats are countered by not having USB
drive ports on computers. Another increasingly important area for training is the appropriate and cautionary
use of handheld devices.
10. A hospital-specific approach is suggested by the
American Hospital Association (AHA), which proposes
six actions to manage cybersecurity risk [76]. Three of
the six involve planning. These are developing a response plan: establishing procedures, cybersecurity
teams, and testing the response plans. The AHA suggests tha t the p lan be “mindful ” of NIST’s
Cybersecurity Framework [77]. The other three actions
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focus on specific issues: investigate all medical devices
following FDA guidelines, participate in information
sharing organizations that identify new risks facing hospitals, and make sure insurance covers cybersecurity
risks [78].
11. Another potential strategy could be monitoring the user’s
behaviors and leveraging the identity and access management protocols.

Summary
Healthcare organizations face a variety of crucial challenges that they have little control over; examples include the general economy, reimbursement policy by
major payers, and the regulatory environment. Within
the challenges over which they do have some control,
the response cybersecurity threats is likely to strongly
influence their long-term success. Fortunately, management actions can have significant impact on a meaningful cybersecurity planning and implementation. This review can assist healthcare managers in prioritizing actions that would be appropriate in strengthening the cybersecurity of their organization.

Compliance with Ethical Standards
FedEx Institute of Technology University of Memphis funded this study.
For this type of study, formal consent is not required.
Human and Animal Studies This article does not contain any studies
with human participants or animals performed by any of the authors.
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Man in the Middle A reconnaissance attack in which an
intruder intercepts communication
(MITM) or
between two parties. The attacker
Eavesdropping
eavesdrops on the contents
communicated by secretly acting as an
intermediary in the information
exchange.
Phishing
The use of social engineering to trick
individuals or organizations into
either divulging information or
perform an activity harmful to their
computer.
Privilege
Attacks driven by the goal of achieving a
escalation
higher level of access to a network or
program; they are usually executed by
exploiting vulnerabilities in a program or
network.
Spyware
A software that is installed on a computer
without the user’s knowledge and
transmits information about the user’s
computer activities over the Internet.
SQL Injections
Attack that exploit vulnerabilities in SQL
Exploit
to execute malicious “payloads” (harmful
SQL statements) that make the data
servers divulge information.
Trojans
A type of malware designed to appear as
useful, legitimate software.
Virus
A common malware that self-propagates
without the permission of the user and
infects other computers.
Worms
A type of malware that does not rely on a
host file to run, self-replicate, or
propagate.
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Data breach
This is when information is lost, stolen,
displaced, hacked, or communicated to
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Denial-of-Services An attack that aims to flood a network
(DoS)
with traffic in order to disrupt service and
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