
https://doi.org/10.1177/1556264618805643

Journal of Empirical Research on 
Human Research Ethics
﻿1–16
© The Author(s) 2018
Article reuse guidelines: 
sagepub.com/journals-permissions
DOI: 10.1177/1556264618805643
journals.sagepub.com/home/jre

Original Manuscript

Introduction

Privacy is among the core principles of ethics in clinical 
research (Beauchamp & Childress, 2013; Emanuel & 
Wendler, 2008), and it has only gained importance with the 
changing nature of research practice (Brall, Maeckelberghe, 
Porz, Makhoul, & Schröder-Bäck, 2017). The central changes 
are related to the growing complexity of clinical research 
(Brall et al., 2017; Scott, McConnell, Lewis, & Lewis, 2012), 
the increased involvement of various stakeholders in the 
research process (Brall et  al., 2017; Nurmi, Halkoaho, 
Kangasniemi, & Pietilä, 2017), the more pronounced role of 
information technology, and the increased use of electronic 
health data for research purposes (Bélanger & Crossler, 2011; 
Cohen, 2013; Hoffman & Podgurski, 2012; Stiles & Petrila, 
2011). These factors pose risks to maintaining study-subjects’ 
protection and raise new kinds of privacy threats.

Respect for the privacy of research participants in clini-
cal studies is internationally acknowledged in standards of 
ethics (Hodge & Gostin, 2008). Although privacy is gener-
ally recognized as a basic human right (United Nations, 
1948), it is considered a highly complex concept by its very 
nature (Hodge & Gostin, 2008; Kaye, 2012; Nissenbaum, 
2004; Solove, 2006). According to Beauchamp and 
Childress (2013), privacy refers to individuals’ right to be 
free from intrusion or interference by others and is closely 
connected with the principles of autonomy and human 

dignity. Beyond that privacy has been described in terms of 
several perspectives and dimensions (Beauchamp & 
Childress, 2013; Kaye, 2012; Leino-Kilpi et al., 2001). For 
example, Beauchamp and Childress (2013) have character-
ized it as encompassing the following forms: informational, 
physical, decisional, proprietary, and associational privacy. 
In a clinical-research context, the focus is typically on 
informational privacy (Bélanger & Crossler, 2011; Hodge 
& Gostin, 2008)—that is, individuals’ right to control their 
personally identifying health information, which can be 
highly personal and intimate (Hodge & Gostin, 2008). The 
issue extends further, however. Solove (2006) has presented 
a taxonomy of privacy to encourage a more coherent and 
comprehensive understanding of the concept. He identified 
four main groups of activities, each with various subgroups: 
(a) information collection, (b) information processing, (c) 
information dissemination, and (d) invasion.
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Confidentiality in a clinical-research context refers to the 
researchers’ corresponding duty to protect study-subjects’ 
right to privacy (Hodge & Gostin, 2008). This duty com-
prises those legal and ethical obligations that arise through 
specific relationships between researchers and human sub-
jects (Stiles & Petrila, 2011). Confidentiality is directly 
related to the collection, use, and storage of personal data 
(Elliot, Mackey, O’Hara, & Tudor, 2016). According to 
Emanuel and Wendler (2008), protecting confidentiality in 
clinical research is an ongoing process that includes securing 
databases, locking filing cabinets, coding specimens and 
data forms, and interviewing participants in private spaces 
where they cannot be overheard. However, this process can 
never bring absolute confidence (Stiles & Petrila, 2011): 
Protecting confidentiality in research practice is a challeng-
ing task fraught with essential trade offs (Emanuel & 
Wendler, 2008; Hodge & Gostin, 2008; Stiles & Petrila, 
2011). One key aspect of these compromises is that careless 
handling of identifying health data can cause direct and indi-
rect harm to human subjects, create concerns that their health 
data will be misused, and discourage them from participat-
ing in future research (Hodge & Gostin, 2008).

The importance of privacy and confidentiality in clinical 
research is emphasized in national and international ethics 
codes and legal requirements (Holm, 2016; Windows Media 
Audio, 2013), especially in light of changes occurring in 
clinical research practice (Brall et al., 2017; Cohen, 2013; 
Stiles & Petrila, 2011). Although much attention has been 
paid to this topic in the literature, the research landscape is 
fragmented, and a synthesis addressing today’s topical 
aspects of privacy and confidentiality in clinical research is 
lacking. Therefore, we carried out an integrative review to 
assess topical aspects of privacy and confidentiality in clini-
cal research.

Method

The integrative review was guided by Whittemore and 
Knafl’s (2005) methods. Our review process consisted of 
five stages: identifying the research problem, searching the 
literature, evaluating the data, analyzing the data, and pre-
senting the synthesis of results.

Identification of the Research Problem

First, we conducted preliminary searches to understand prior 
literature and identify the research problem. We found that 
the existing knowledge was fragmented, that empirical stud-
ies accounted for a small proportion of the work and varied 
greatly in their methods, and that theoretical papers dealt 
with important aspects of the phenomenon. These findings 
supported our decision to conduct an integrative review, 
aimed at identifying and bringing together empirical and 
theoretical studies applying different methods (Soares et al., 

2014; Whittemore & Knafl, 2005). This approach also 
enabled us to synthesize various perspectives into a system-
atic knowledge base and identify current topical elements of 
the subject studied (Whittemore & Knafl, 2005).

The Literature Search

The second stage was an electronic search for scientific peer-
reviewed studies in English-language publications from 
January 2012 to February 2017. The search, using PubMed, 
Scopus, and CINAHL (see Figure 1), was designed by the 
research team and a university’s specialist research librarian. 
The search terms chosen were based on previous literature 
and preliminary searches. The search terms were “clinical 
research,” “clinical trials,” “privacy,” and “confidentiality.”

We conducted the selection in stages, applying the inclu-
sion criteria of the papers being peer-reviewed empirical 
and theoretical works with a title, abstract, or aim statement 
that indicated the article related to privacy and confidential-
ity in clinical research wherein the subjects are competent 
adults able to give informed consent. We excluded papers 
that focused on biobank research, because of the broad con-
sent involved, wherein subjects may agree to a wide range 
of future research without any individual research project 
being specified (Hofmann, 2009). In addition, studies with 
subjects below 18 years of age were excluded from 
consideration.

Two of the authors (S.-M.N. and A.H.) screened 1,089 
papers, narrowing the sample to 70 papers on the basis of 
the title, then 37 by reading the abstract, and finally 16 on 
the basis of the full text (see Figure 1). This selection was 
agreed upon by all of the authors.

Data Evaluation

The third stage was evaluation of the 16 papers selected. As 
is typical with integrative review methods, detail-level cri-
teria were not appropriate for the appraisal of quality, 
because of the diversity of the primary sources represented 
(Hopia, Latvala, & Liimatainen, 2016; Whittemore & 
Knafl, 2005). Therefore, to examine the quality of these 
papers, we used the six descriptive criteria for methodologi-
cal structure presented in an integrative review by 
Kangasniemi, Pakkanen, and Korhonen (2015). Each ele-
ment was evaluated on a three-point scale with the items 
“yes,” “poor,” and “not reported” (see Table 1). No papers 
were excluded from consideration on the basis of this 
evaluation.

Characteristics of the Sample

Of the 16 papers, nine were of an empirical nature and seven 
were theoretical. Five of the empirical studies were quantita-
tive (Grande et al., 2015; Martínez, Sánchez, & Valls, 2013; 
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Noh, Chun, & Jeong, 2014; Rho, Jang, Chung, & Choi, 
2015; Yuan et al., 2017), and four were qualitative (Frizzo-
Barker, Chow-White, Charters, & Ha, 2016; Halkoaho, 
Pietilä, Vesalainen, & Vähäkangas, 2012; Kuchinke et  al., 
2014; Nair & Ibrahim, 2015). Four studies examined were 
conducted in the United States, two each in the United 
Kingdom and South Korea, and one each in Australia, 
Belgium, Canada, Finland, Germany, India, Spain, and the 
United Arab Emirates.

Analysis of the Data

The fourth stage consisted of analysis of the data by means 
of the constant comparison method, which is suitable for 
varied data, arising from multiple methodologies 
(Whittemore & Knafl, 2005). The five-step analysis pro-
cess comprised data reduction, data display, data compari-
son, drawing of conclusions, and verification (Whittemore 

& Knafl, 2005), with the first two steps being conducted 
simultaneously. All 16 papers were read several times for 
a holistic understanding of the data set, and then tabulation 
and extraction were performed to produce publication 
information (authorship, year and country of publication, 
and methods; see Table 1). Next, the content providing 
information on the purpose of the study was identified, 
coded with a term that described the data, and entered in 
an extensive matrix to allow a systematic view of the body 
of literature and methodical comparison of the primary 
sources (Whittemore & Knafl, 2005). The third step 
employed an iterative process of comparison in which 
similar codes were grouped together to form categories. 
As categories emerged, comparison was performed again, 
across categories, to reveal patterns throughout the data 
set. Comparison was conducted at both the level of each 
paper or piece of data and also between papers, to support 
development of our final understanding of the meaning of 

Figure 1.  Flow diagram of literature searches and data selection.
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the data. In the conclusion and verification steps, we iden-
tified patterns and relationships that extended beyond the 
description to higher levels of abstraction (Whittemore & 
Knafl, 2005). The research group worked collaboratively 
to complete the data comparison, conclusion, and verifica-
tion stages.

Results

The Evolving Nature of Health Data in Clinical 
Research

Privacy of human subjects and confidentiality of their per-
sonal data have become one of the central ethical aspects of 
clinical research, due to the increased use of electronic 
health data in clinical research (Anuradha, 2012; Coppieters 
& Levêque, 2013; Frizzo-Barker et  al., 2016; Martínez 
et  al., 2013; Meystre et  al., 2014; Nicholls et  al., 2016; 
O’Keefe & Rubin, 2015; Rho et  al., 2015; Tucker et  al., 
2016). In greater and greater quantities, health data from 
sources such as medical and scientific documents, molecu-
lar research (De Lusignan, Liyanage, Di Iorio, Chan, & 
Liaw, 2016; Frizzo-Barker et al., 2016; O’Keefe & Rubin, 
2015), and genomic studies (Anuradha, 2012; Meystre 
et  al., 2014) are being collected and stored in electronic 
form in health care and clinical-research practice (Grande 
et al., 2015; Meystre et al., 2014; O’Keefe & Rubin, 2015). 
The widespread availability of electronic health data has 
created new opportunities for secondary use of said data for 
clinical-research purposes. In addition, there are mounting 
calls for allowing secondary use of clinical-research data in 
future studies (Tucker et al., 2016).

Another development is the changing nature of the data 
at issue, with increased availability of big data (Frizzo-
Barker et al., 2016), freely available data from open-access 
databases (Frizzo-Barker et  al., 2016; Noh et  al., 2014; 
O’Keefe & Rubin, 2015), integration of material from vari-
ous data sources (De Lusignan et  al., 2016; O’Keefe & 
Rubin, 2015; Rho et al., 2015; Yuan et al., 2017), and the 
rapid movement of genome science from research labs and 
biobanks to clinical settings (Frizzo-Barker et  al., 2016). 
These forms of health data serve as valuable resources for 
clinical research and create new opportunities, yet they 
also bring new challenges to protecting the privacy of each 
study subject and the confidentiality of his or her personal 
data (Anuradha, 2012; Martínez et al., 2013; Meystre et al., 
2014; O’Keefe & Rubin, 2015; Rho et  al., 2015; Yuan 
et al., 2017). The highly multifaceted body of health data 
generated today is complicated to understand, process, 
store, and analyze, rendering it more difficult than ever for 
researchers and clinic personnel to protect subjects’ pri-
vacy and the confidentiality of their health data (Frizzo-
Barker et al., 2016; Kuchinke et al., 2014; Rho et al., 2015; 
Wolf et al., 2015).

Sharing of Health Data

The papers in our data set acknowledge the value of shared 
data but also identify concerns about data sharing (Noh 
et al., 2014; Tucker et al., 2016). Health data in emerging 
clinical research have been shared at several levels: within 
organizations (O’Keefe & Rubin, 2015) and between them 
(O’Keefe & Rubin, 2015; Tucker et al., 2016; Yuan et al., 
2017), often across national borders (De Lusignan et  al., 
2016; Nair & Ibrahim, 2015; Rho et al., 2015; Tucker et al., 
2016; Yuan et al., 2017). Also, numerous stakeholders, dif-
fering in background, are involved in implementing research 
(De Lusignan et al., 2016; Frizzo-Barker et al., 2016), and 
this multiactor environment sets new challenges for protec-
tion of privacy (De Lusignan et  al., 2016; Frizzo-Barker 
et  al., 2016; Kuchinke et  al., 2014; Tucker et  al., 2016). 
Among these are challenges of sharing data across different 
technical infrastructures (O’Keefe & Rubin, 2015; Yuan 
et al., 2017) and in research projects wherein various stake-
holders participate in condensing, processing, and integrat-
ing health data. Also, an issue is created when the handling 
and storage of data involve many systems, often very differ-
ent, without any control by the entity that originally submit-
ted the data (Kuchinke et al., 2014).

Data-holders are responsible for implementing all shar-
ing of data with third parties in an ethical manner. They are 
required to specify a transparent process for handling and 
sharing the data, execute that process appropriately (Frizzo-
Barker et al., 2016; Noh et al., 2014; Tucker et al., 2016; 
Wolf et  al., 2015), and carry out control and surveillance 
procedures to make sure that the process complies with 
legal requirements (Coppieters & Levêque, 2013; De 
Lusignan et al., 2016; Nair & Ibrahim, 2015; Tucker et al., 
2016). In addition, holders of data are responsible for 
assessing the risk of individuals being identified, for shar-
ing data in a secure and controlled manner, and for employ-
ing strategies to minimize the risk of loss of individuals’ 
privacy. Studies have shown that data-holders take on other 
duties too, providing support to help researchers navigate 
and understand the data used in their research (Tucker et al., 
2016) and the legal requirements related to data use (Wolf 
et al., 2015).

The papers selected address health data being shared via 
open-access databases that are freely available to anyone 
(Frizzo-Barker et al., 2016; Noh et al., 2014). Making data 
available on the Internet, with no legal agreements in place, 
greatly increases the number of people with access to said 
data (Tucker et al., 2016). These databases bring new oppor-
tunities and cost savings for clinical research (Noh et  al., 
2014; O’Keefe & Rubin, 2015); however, they also raise 
ethics questions, such as where responsibility for the stew-
ardship and governance of data ultimately lies, how privacy 
is to be protected with regard to these freely available data-
bases, and what happens if corporations access the material 
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for purposes not originally envisioned (O’Keefe & Rubin, 
2015).

Although the public has become more comfortable with 
sharing highly personal information online (e.g., via social 
media; Frizzo-Barker et al., 2016; Tucker et al., 2016), con-
cerns have been expressed that individuals often lack even a 
basic understanding of what is considered personal health 
information (Rho et al., 2015) and of the risks and benefits 
of sharing their information on the Internet (Frizzo-Barker 
et al., 2016; Rho et al., 2015). The papers point to growing 
concerns that the proliferation of publicly available informa-
tion online has made it possible to reconnect anonymized 
data to the subjects via data-linkage techniques (Kuchinke 
et  al., 2014; O’Keefe & Rubin, 2015; Rho et  al., 2015; 
Tucker et al., 2016)—that is, that one can trace items from 
“scrubbed data” back to the individual by combining mate-
rial from separate data sets (O’Keefe & Rubin, 2015; Rho 
et al., 2015; Tucker et al., 2016). Unadvised sharing of infor-
mation is problematic because of such growing possibilities 
of combining and linking data (data matching). For example, 
a combination of one’s health interest, age, and name can be 
used to triangulate data, leading to a higher probability of 
compromises to the subject’s identity and privacy (Anuradha, 
2012; Frizzo-Barker et al., 2016; Rho et al., 2015).

The Challenges of Data Anonymization

Anonymization of data is a generally effective method of 
protecting study-subject privacy, and the literature recog-
nizes its increased importance in the era of large data sets 
and increased data sharing (Martínez et  al., 2013; Tucker 
et al., 2016; Wolf et al., 2015). The papers point out that the 
definitions of anonymization and de-identification are not 
always clear (Halkoaho et  al., 2012; O’Keefe & Rubin, 
2015; Tucker et al., 2016). Also, the difference between the 
two is not clear in some cases, and the literature often uses 
the corresponding terms interchangeably, in several con-
texts (Tucker et al., 2016).

Data anonymization is a technically complex task in 
which true anonymity demands personnel with an under-
standing of data management and basic statistics (Meystre 
et al., 2014; Tucker et al., 2016). Several approaches and 
methods of anonymization have been reported, among them 
being generalization-based and suppression-based methods 
(Anuradha, 2012). These are designed to maximize the 
amount of information provided while minimizing the risk 
of re-identification of individual subjects (Meystre et  al., 
2014). The techniques needed vary, because, for example, 
medical data can be presented as unstructured textual docu-
ments or in structured patient records that compile values 
for a set of normalized attributes (e.g., symptoms, diagno-
sis, and treatment; Martínez et al., 2013). Most of the ano-
nymization methods in use were developed to deal with 
numerical data (Anuradha, 2012; Martínez et al., 2013), but 

electronic health data typically include many nonnumerical 
textual items also, such as diagnoses, symptoms, and free-
form description/answers. Therefore, there is a need for 
tackling the anonymization of textual values too (Martínez 
et  al., 2013). Addressing this, Martínez and colleagues 
(2013) have presented a semantic framework to protect the 
privacy of electronic health records with nonnumerical 
attributes.

Data anonymization can never be considered absolute or 
guaranteed, and some risk of re-identification of the indi-
vidual always exists (Martínez et  al., 2013; Tucker et  al., 
2016). Re-identification could occur through, for example, 
statistical matching of the attributes remaining (Martínez 
et al., 2013). That is, removing identifying attributes, such 
as a social security number, is not enough to keep the data 
anonymous, since some unique combinations of other ele-
ments, such as rare diagnoses and personalized treatments, 
could lead to an individual’s identity being disclosed 
(Martínez et al., 2013; Noh et al., 2014; O’Keefe & Rubin, 
2015; Tucker et al., 2016). The variability and high dimen-
sionality of medical data render the appearance of identify-
ing combinations of attribute values especially likely, and 
these could well enable disclosure when evaluated together 
(Martínez et al., 2013; Tucker et al., 2016).

At the other end of the spectrum, some concern has been 
expressed that anonymization methods may harm the data 
or reduce the material’s utility for research (Meystre et al., 
2014). Although Meystre et al. (2014) argued that the origi-
nal data should be anonymized such that the risk of a sub-
ject’s re-identification is reduced to a minimum, high levels 
of anonymization may result in data that cannot be used to 
answer scientific questions or that lead to misleading inter-
pretations (Tucker et  al., 2016). Accordingly, the papers 
reviewed advocate anonymized data sets that allow for as 
much high-quality information as possible, to be as useful 
as possible for research purposes and thereby enable reli-
able results and maximum benefit (Meystre et  al., 2014; 
Tucker et al., 2016).

Interstakeholders’ Collaboration as a Prerequisite

The authors of the selected papers found that the collabora-
tion and involvement of many research stakeholders is a pre-
requisite for protection of study-subjects’ privacy in clinical 
research (De Lusignan et  al., 2016; Frizzo-Barker et  al., 
2016; Halkoaho et al., 2012; Kuchinke et al., 2014). Among 
the central stakeholders cited are researchers (De Lusignan 
et al., 2016; Wolf et al., 2015), patients, the clinic staff, eth-
ics committees, privacy and ethics experts, data controllers 
and custodians, and the public. Although these stakeholders 
are presented as having various roles and responsibilities in 
protecting privacy and confidentiality in clinical-research 
processes (De Lusignan et  al., 2016), researchers’ ethical 
and legal obligation to protect study-subject privacy and 
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confidentiality of personal data is highlighted in particular 
(Wolf et  al., 2015). The papers describe well-functioning 
collaboration among researchers, the data-holders who give 
approval for data access, and ethics committees as critical 
with regard to obtaining ethics approval and data-sharing 
agreements (De Lusignan et al., 2016; Tucker et al., 2016). 
These are presented as vital for guaranteeing that subjects’ 
privacy and the confidentiality of the health data are consid-
ered during a study’s planning and implementation phase 
and that the legal requirements are met (Coppieters & 
Levêque, 2013; De Lusignan et al., 2016; Halkoaho et al., 
2012). Moreover, collaboration between researchers and the 
clinical staff actually implementing the research was seen as 
a prerequisite for privacy protection in research practice, 
though rendered challenging by differences in background, 
organizational culture, and goals among the various stake-
holders (Frizzo-Barker et al., 2016).

The Complexity of Regulation

The papers described international- and national-level vari-
ation in privacy-protection regulations (Coppieters & 
Levêque, 2013; Kuchinke et al., 2014; McGraw et al., 2015; 
Nair & Ibrahim, 2015; O’Keefe & Rubin, 2015; Tucker 
et  al., 2016). For instance, they referred to differences 
between regulation in the European Union (Coppieters & 
Levêque, 2013; O’Keefe & Rubin, 2015; Tucker et  al., 
2016) and the United States (McGraw et al., 2015; O’Keefe 
& Rubin, 2015; Tucker et  al., 2016). Differences were 
found also within the European Union, related to national-
level implementation of the Data Protection Directive 
depending on local interpretations of how to define ano-
nymity, access to data, exemptions, and so on (Coppieters 
& Levêque, 2013; Kuchinke et al., 2014).

For this reason, access to research data has been ham-
pered by a fragmented legal framework in Europe, nonuni-
form interpretation of regulations, changes in the guidance 
provided, and lack of clarity (among researchers, regula-
tors, patients, and the general public alike; Coppieters & 
Levêque, 2013; Kuchinke et al., 2014). A similar situation 
has long existed in the United States, where interpretation 
of the Health Insurance Portability and Accountability Act 
of 1996 privacy rules has not been uniform, and integration 
with other federal regulations is difficult (Kuchinke et al., 
2014; McGraw et al., 2015).

Current practice for protection of study-subject privacy 
in clinical research was seen as relying heavily on policies 
and guidelines, which were deemed incapable of covering 
all scenarios in emerging research practices (Yuan et  al., 
2017). Therefore, Coppieters and Levêque (2013) have 
emphasized the importance of ethical reflection during 
research projects. At the same time, current data-protection 
regulation has been regarded as complex, voluminous 
(O’Keefe & Rubin, 2015), incoherent (De Lusignan et al., 

2016), country-specific (Coppieters & Levêque, 2013; 
Kuchinke et al., 2014; Tucker et al., 2016), and restricted to 
specific situations such as research contexts wherein the 
patient has provided informed consent (Coppieters & 
Levêque, 2013; Kuchinke et al., 2014). In addition, privacy 
legislation was presented as slow and too rigid to keep up 
with the expanding role of health data, rapidly changing 
technology, and the increasing availability of information 
(Kuchinke et  al., 2014; Wolf et  al., 2015). Furthermore, 
concerns were expressed that members of ethics commit-
tees (Wolf et al., 2015), health care professionals (Coppieters 
& Levêque, 2013), and researchers (Rho et al., 2015) have 
a limited understanding of the regulations and legal frame-
works related to privacy and how they should be imple-
mented. Confusion often surrounds privacy regulations 
addressing the use of personal health data in clinical 
research (Coppieters & Levêque, 2013), and misunder-
standing in this respect was identified as present even 
among health care professionals and researchers (Coppieters 
& Levêque, 2013; Halkoaho et al., 2012; Rho et al., 2015).

These challenges point to the critical question of how 
researchers have been able to plan and implement clinical 
research in line with regulations (Coppieters & Levêque, 
2013; De Lusignan et  al., 2016; Halkoaho et  al., 2012; 
Tucker et al., 2016) so as to account for research-specific 
aspects of privacy and sound implementation in research 
practice (Coppieters & Levêque, 2013; Halkoaho et  al., 
2012). This was seen as challenging, especially in interna-
tional research projects involving stakeholders working 
across national borders (Tucker et al., 2016).

The Tension Between Social Benefits and Privacy

The central ethics question considered in the papers selected 
was the balance between social benefits and protection of 
individuals’ privacy (Coppieters & Levêque, 2013; Frizzo-
Barker et  al., 2016; Grande et  al., 2015; Kuchinke et  al., 
2014; McGraw et al., 2015; Meystre et al., 2014; Nair & 
Ibrahim, 2015; O’Keefe & Rubin, 2015; Tucker et  al., 
2016). In practice, it was considered important to allow the 
effective use of health data in clinical research for the ben-
efit of society while still protecting the privacy and confi-
dentiality of individuals (De Lusignan et al., 2016; Kuchinke 
et al., 2014; McGraw et al., 2015; Meystre et al., 2014; Nair 
& Ibrahim, 2015; O’Keefe & Rubin, 2015; Tucker et  al., 
2016). This balance was presented as a trade off, in that 
methods that reduce disclosure risk could also reduce the 
data’s utility (O’Keefe & Rubin, 2015).

In the papers examined, achieving balance between ben-
eficial uses of electronic health data and the protection of 
individuals’ privacy was presented as requiring reexamina-
tion of ethics frameworks, more flexible privacy rules, and 
innovative approaches to protecting privacy and confidenti-
ality (McGraw et al., 2015; Tucker et al., 2016). These papers 
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characterized current regulatory frameworks as supporting 
strong respect for individuals’ autonomy and privacy 
(Coppieters & Levêque, 2013; Grande et al., 2015; McGraw 
et al., 2015). For instance, Grande et al. (2015) argued that 
the regulations are not designed to strike a balance between 
an individual’s right to privacy and the collective social inter-
est of research. They opined that policy initiatives ought to 
consider the possibility of discrepancies between a subject’s 
altruistic desire to have his or her information used for the 
greater social benefit and the importance of his or her privacy 
being considered and protected. Finally, several papers iden-
tified public trust as necessary for promotion of clinical 
research, stating that this trust can be maintained via such 
means as making sure that health data are used in an ethically 
appropriate manner (De Lusignan et  al., 2016; Martínez 
et al., 2013).

Discussion

Two topical aspects of privacy emerged as receiving empha-
sis in current clinical research. First, we will discuss how 
privacy can be safeguarded as clinical-research practices 
change. Second, we will focus on the balance between the 
benefits to society and individual-level privacy.

How Privacy Can Be Safeguarded in a World of 
Changing Clinical Research Practice

The privacy of human subjects has become one of the cru-
cial considerations in clinical research because of changes 
in research practice. Some of the central changes are related 
to the evolving nature of health data in clinical research—in 
particular, increased collection and use of electronic health 
data, the phenomenon of big data, and greater focus on data 
sharing (Anuradha, 2012; Coppieters & Levêque, 2013; De 
Lusignan et al., 2016; Frizzo-Barker et al., 2016; Martínez 
et al., 2013; Meystre et al., 2014; O’Keefe & Rubin, 2015; 
Rho et al., 2015; Tucker et al., 2016). These changes create 
new opportunities for clinical research, but at the same 
time, they can threaten the privacy of individuals and the 
confidentiality of their personal health data. Privacy 
breaches resulting from re-identification could lead to harm 
ranging from individuals’ social embarrassment and shame 
to stigmatization and even damage to their social and eco-
nomic status, such as loss of employment and health insur-
ance (McGraw et al., 2015; O’Keefe & Rubin, 2015). They 
also are likely to undermine public trust in the robustness of 
the data-protection measures adopted by research institu-
tions (Vayena & Blasimme, 2017).

Our results identify an awareness that the increased use 
of information technology and its capacity to collect, ana-
lyze, and disseminate information on individuals has 
brought about new kinds of privacy threats (Anuradha, 
2012; Coppieters & Levêque, 2013; De Lusignan et  al., 

2016; Frizzo-Barker et  al., 2016). At the same time, the 
amount of medical information generated from each indi-
vidual is increasing (Porsdam Mann, Savulescu, & 
Sahakian, 2016). In parallel with this development, indi-
viduals are increasingly sharing highly personal informa-
tion online, which could lead to a greater risk of loss of 
control of their data (Frizzo-Barker et  al., 2016; Tucker 
et al., 2016). This issue is compounded by the fact that some 
may not understand what personal information is (Rho 
et  al., 2015), how their data from various sources can be 
considered in combination and linked, and the risks and 
benefits of sharing health data on the Internet (Frizzo-
Barker et al., 2016). In addition, individuals are often poorly 
informed about the use of their health data for secondary 
purposes (Frizzo-Barker et al., 2016; Grande et al., 2015). 
Studies have shown low levels of personal awareness about 
the practices employed and about how the electronic health 
data are used (Aitken, de St Jorre, Pagliari, Jepson, & 
Cunningham-Burley, 2016; Riordan et al., 2015). Previous 
studies have also identified that individuals have been will-
ing to share their data for research purposes without dis-
playing concern about privacy breaches, especially if the 
research participant perceived there to be public benefits 
from the research (or the potential for these) and trusted the 
individual or organization conducting the research and sup-
ported their use of the data (Aitken et al., 2016). An interest-
ing question in connection with these established patterns is 
whether the meaning of privacy is changing for individuals 
or if, instead, these attitudes stem from their not possessing 
enough information about privacy and the risk of privacy 
breaches. Mulligan, Koopman, and Doty (2016) have rec-
ognized changes to the nature of privacy in relation to 
evolving technological and social conditions. The authors 
concluded that the public must be adequately informed 
about how personal health data will be used and the poten-
tial risks related to that via education and information cam-
paigns (Aitken et al., 2016; Riordan et al., 2015).

More than ever before, clinical research is likely to take 
place on multiple sites, in several countries, and to involve 
organizationally challenging activity that engages multiple 
research stakeholders, all with their own knowledge and 
backgrounds (De Lusignan et  al., 2016; Frizzo-Barker 
et al., 2016; Kuchinke et al., 2014; Nair & Ibrahim, 2015; 
O’Keefe & Rubin, 2015; Rho et  al., 2015; Tucker et  al., 
2016; Yuan et al., 2017). In a research environment of this 
sort, the data sharing extends across highly varied technical 
infrastructures (O’Keefe & Rubin, 2015; Yuan et al., 2017); 
various stakeholders sort, process, and integrate the health 
data; and data get handled and stored on diverse systems, 
without any control by the entity that submitted the data 
(Kuchinke et al., 2014). According to Cowie et al. (2017), 
guaranteeing privacy, overcoming the challenges associated 
with linking diverse systems, and maintaining the infra-
structure needed for repeated use of high-quality data are 
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some of the biggest challenges associated with using elec-
tronic health records in clinical research. Our results point 
to data-holders in these research environments (e.g., hospi-
tals) as having a role in protecting an individual’s privacy, 
and the papers emphasize the need for confidentiality. For 
example, data-holders are responsible for establishing 
transparent data-handling and data-sharing processes, 
implementing those processes (Frizzo-Barker et al., 2016; 
Noh et  al., 2014; Tucker et  al., 2016; Wolf et  al., 2015), 
controlling and monitoring the procedures involved, and 
making sure that all processes have been carried out in line 
with legal requirements (Coppieters & Levêque, 2013; De 
Lusignan et al., 2016; Nair & Ibrahim, 2015; Tucker et al., 
2016).

The selected articles illustrate that the meaning of de-
identification and anonymization are not always clear 
(Halkoaho et  al., 2012; O’Keefe & Rubin, 2015; Tucker 
et al., 2016). Elliot et al. (2016) defined de-identification as 
“a process of removing or masking direct identifiers in per-
sonal data such as a person’s name, address, or other unique 
number associated with them,” where the process includes 
also pseudonymization, a technique wherein “direct identi-
fiers are replaced with a fictitious name or code that is 
unique to an individual but does not of itself directly iden-
tify them.” Furthermore, they define anonymization as

a process of ensuring that the risk of somebody being identified 
in the data is negligible. This invariably involves doing more 
than simply de-identifying the data, and often requires that data 
be further altered or masked in some way to prevent statistical 
linkage. (Elliot et al., 2016)

The growing importance of well-conducted anonymiza-
tion in the era of big data and data sharing has been clearly 
identified (Elliot et  al., 2016). However, anonymization 
remains a technically complex task wherein qualified 
research stakeholders must make the data anonymized 
(Meystre et al., 2014). Furthermore, as Elliot et al. (2016) 
have argued, anonymization is always strongly context-
dependent. Therefore, only by considering the data and the 
use environment can one come to a well-informed decision 
about whether and what anonymization is needed. In addi-
tion, the evolving nature of health data and the increased 
use of said data in clinical research are creating their own 
challenges to the anonymization of data (Vayena & 
Blasimme, 2017).

Ethics consideration have an important role in the pro-
cess of anonymization and also once data are anonymized. 
The papers point to at least three reasons for this (Elliot 
et  al., 2016). The first ethics question is related to study-
subjects’ opportunity to control the anonymized data 
(Vayena & Blasimme, 2017). For instance, some data sub-
jects may not want their personal data to be reused in gen-
eral, by specific third parties, or for particular purposes 

(Elliot et al., 2016; Vayena & Blasimme, 2017). Addressing 
this issue, Vayena and Blasimme (2017) stated that indi-
viduals’ control over the purpose of use cannot be exercised 
if the data have been anonymized and that anonymization 
may actually hinder autonomy in some cases. The second 
issue is that, as noted above, anonymization is never abso-
lute and there is always a risk of identification of the indi-
vidual and of privacy breaches (Elliot et al., 2016; Martínez 
et  al., 2013; Tucker et  al., 2016; Vayena & Blasimme, 
2017). That said, there is still a need to develop effective 
and reliable anonymization techniques (Wade et al., 2017) 
and also to assess the risk of re-identification and minimize 
the risk of loss of individual-level privacy (Elliot et  al., 
2016; Tucker et al., 2016). On a positive note, studies have 
shown that data-holders provide support to help researchers 
navigate and understand the data they use in their research 
(Tucker et al., 2016). Third, data anonymization can enable 
the efficient use of electronic health data in clinical research 
and, through this, create benefits for society.

Privacy protection for study subjects in clinical research 
is guided by both ethical and legal considerations. Our 
study highlighted privacy issues and information gover-
nance as among the most complex aspects of implementing 
the use of health data in clinical research, partly because the 
regulations related to data privacy are subject to significant 
changes and international variation (Cowie et  al., 2017). 
One critical question that emerged is that of how research-
ers have been able to plan and implement clinical research 
in line with the regulations in force (Coppieters & Levêque, 
2013; De Lusignan et  al., 2016; Halkoaho et  al., 2012; 
Tucker et  al., 2016), such that they took the privacy and 
confidentiality legislation relevant for their research into 
account in the real-world implementation (Coppieters & 
Levêque, 2013). Another concern identified is that current 
regulations are too slow to react and too inflexible to keep 
pace with the expanding role of health data, rapid changes 
in technology, and increasing availability of health details 
(Kuchinke et al., 2014; Wolf et al., 2015).

There have been significant advances in European 
Union data-protection law that will have an impact on 
researchers and health care professionals. Superseding ear-
lier rules, the General Data Protection Regulation (GDPR) 
entered into full effect in May 2018 (GDPR 2016/679; 
Rumbold & Pierscionek, 2017). The GDPR is intended to 
harmonize the rules across the European Union (EU), to 
reduce the legal fragmentation, complexities, and uncer-
tainties that existed between member states under the Data 
Protection Directive (Chassang, 2017; Rumbold & 
Pierscionek, 2017). In addition, the GDPR is designed to 
reinforce the rights of data subjects to privacy in a digi-
talized and evolving environment such that they can retain 
control over their personal data. This should help to pre-
serve equilibrium between the need to protect data sub-
jects’ rights in a digitalized and globalized world and the 
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interest of permitting the processing of personal data, 
including sensitive data, for scientific research (Chassang, 
2017). The GDPR applies to the protection of data of all 
individuals located in the European Union, and every 
research project that collects data in the EU must comply 
with it, even if the user of the data does not have a presence 
in the EU (The European Parliament and European Council, 
2016).Therefore, some concern has been expressed that the 
new regulations may complicate international collabora-
tion in the clinical-research field. Either way, it is clear that 
the use of personal data in clinical research demands more 
detailed planning, clear documentation, and transparency 
than ever before. Also, collaboration among stakeholders 
from early in the process is even more essential, especially 
in a multinational research process. In itself, the GDPR 
brings significant changes and privacy-protection implica-
tions for organizations that collect, process, and store per-
sonal data. Because of these changes, organizations need to 
review and revise all strategies, policies, processes, and 
technical solutions related to their handling of personal 
data. In addition, implementation of the GDPR necessitates 
new kinds of expertise, along with clearly defined roles 
and responsibilities within the organization and solid edu-
cation of the personnel (Tikkinen-Piri, Rohunen, & 
Markkula, 2018).

Collaboration among research stakeholders was found to 
be a prerequisite for protecting the privacy of subjects of 
clinical research. For example, smooth collaboration of 
researchers, the data-holder providing approval for data 
access, and the ethics committee was cited as critical to the 
early stages of research (De Lusignan et al., 2016; Tucker 
et  al., 2016); this enables certainty that all the relevant 
aspects of privacy and confidentiality are taken into account 
during the planning phase (Coppieters & Levêque, 2013; 
De Lusignan et al., 2016; Halkoaho et al., 2012). That con-
clusion is consistent with earlier literature, which identified 
collaboration as vital for ethically conducted clinical 
research (Cowie et  al., 2017; Emanuel & Wendler, 2008; 
Nurmi et  al., 2017). Accordingly, it is important to foster 
interstakeholder collaboration to better safeguard the pri-
vacy of study subjects in clinical research.

The Balance Between Societal Benefits and 
Individuals’ Privacy

The topical aspect of ethics that emerged in the results of 
this study was balance between the benefits to society and 
the protection of individuals’ privacy in clinical research 
(Coppieters & Levêque, 2013; Frizzo-Barker et al., 2016; 
Grande et al., 2015; Kuchinke et al., 2014; McGraw et al., 
2015; Nair & Ibrahim, 2015; O’Keefe & Rubin, 2015; 
Tucker et al., 2016). As previous work did, the literature we 
examined indicated that the social benefits to be gained via 
increased use of health data in clinical research are 

significant (Cowie et  al., 2017), with considerable public 
interest in the effective use of health data in that research. 
However, at the same time, we found increased concern that 
the growing use of health data in clinical research increases 
the risk of harm to subjects’ privacy and to the confidential-
ity of their personal data (De Lusignan et  al., 2016; 
Kuchinke et al., 2014; McGraw et al., 2015; Meystre et al., 
2014; Nair & Ibrahim, 2015; O’Keefe & Rubin, 2015; 
Tucker et al., 2016).

It is also worthy of attention that many funding bodies 
and government policies specify open access or data sharing 
as a condition for funding (Ross, 2016; Smith et al., 2017). 
Open science is indeed an important goal in clinical-research 
practice (Ross, 2016; Smith et al., 2017). Increasing open-
ness in research can enhance the reliability, transparency, 
and social impact of the research (Ministry of Education and 
Culture, 2014). However, promoting open science requires 
extensive cooperation within the research community, along 
with further development of research environments, research 
services, and research infrastructure (Ministry of Education 
and Culture, 2014); collaboration in these contexts; and 
project-specific planning of appropriate design, conduct, 
and reporting (Ross, 2016; Smith et al., 2017). At the same 
time, open access and increased data sharing bring notewor-
thy privacy concerns for individuals. Hence, Riso et  al. 
(2017) have argued that there is a clear need to determine 
which trade-offs between individuals’ rights and the com-
mon good are acceptable and to address how the thresholds 
for such trade-offs are best determined.

Our results indicate that achieving balance between 
social benefits and individual-level protection calls for 
reexamination of ethics frameworks, more flexible privacy 
rules, and new approaches to protecting privacy and confi-
dentiality (McGraw et  al., 2015; Meystre et  al., 2014; 
Tucker et al., 2016). More research is needed into how indi-
viduals wish their information to be used for altruistic, 
socially beneficial purposes and how policy initiatives can 
accommodate these wishes (Grande et  al., 2015), while 
both promoting public trust in clinical research and protect-
ing individuals’ privacy and the confidentiality of their 
health data (De Lusignan et al., 2016; Frizzo-Barker et al., 
2016; Grande et al., 2015; Rho et al., 2015). It is possible to 
increase public trust by, for example, enabling greater 
involvement in the planning of beneficial research (De 
Lusignan et al., 2016) and through public debate and educa-
tion about privacy, its meaning, privacy risks, and regula-
tory frameworks (Frizzo-Barker et  al., 2016; Rho et  al., 
2015). These measures can create public support for the 
future use of research data but also convey greater aware-
ness of the privacy aspect of clinical research and provide 
opportunities for public engagement and deliberation 
(Aitken et al., 2016). Above all, it is crucially important that 
appropriate safeguards be put in place to guarantee that 
health data will always be used ethically and that 
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individuals’ privacy and confidentiality will be protected in 
clinical research (De Lusignan et al., 2016; Martínez et al., 
2013).

Limitations of the Study

The limitations of our integrative review were related to 
the search strategy and the quality of the works examined. 
We planned the search strategy with a specialist librarian, 
and the authors of this article jointly selected the studies, 
analyzed the data, and conducted the quality evaluation. 
This may have improved the methodological rigor. We lim-
ited our electronic searches to the years 2012-2017 because 
we wanted to identify the latest studies. Also, we included 
only papers published in English, and no manual searches 
were carried out. Although, as Whittemore and Knafl 
(2005) have stated, electronic searches may identify only 
about half of the relevant studies (because of inconsistent 
search terminology and indexing problems), our electronic 
literature searches did yield great variety in the results. 
Another limitation that we faced was related to the included 
studies’ quality: it varied, and the quality appraisal demon-
strated some weaknesses in the study designs, samples, and 
methods. Nonetheless, all 16 papers selected were included 
in the review because of the quite limited number of stud-
ies conducted in this field. There was a risk of bias, but the 
similarities in findings across the papers examined sup-
ports the representativeness of our results and decreased 
that bias.

Best Practices

Protecting the privacy and confidentiality of research partici-
pants is a central aspect of ethical clinical research. Although 
this seems obvious, changing research practice and the evolv-
ing nature of health data make privacy protection even more 
challenging. In response, new, more innovative methods are 
needed for safeguarding privacy and confidentiality in clini-
cal research. Our findings suggest that collaboration among 
the various stakeholders in research is a prerequisite for pro-
tecting privacy in clinical research and, therefore, must be 
encouraged. It is crucial also that organizations hosting clini-
cal-research studies develop a transparent process for han-
dling and sharing health data, apply that process well, and 
also provide control and surveillance of the procedures 
involved—to be sure that their processes remain in line with 
legal guidelines. In addition, the tension between study-sub-
ject privacy protection and benefits to society must be eased. 
This requires, among other things, public trust and more flex-
ible privacy rules. However, the most important factor for 
reducing tension between regulations and clinical research 
practice is a guarantee of adequate research-ethics training 
for researchers and clinical-study staff, with solid recognition 
of the moral rationale behind the regulations.

The Research Agenda

Our study focused on the topical aspects of privacy and 
confidentiality, providing a synthesis that draws the previ-
ously fragmented body of empirical and theoretical studies 
together into a systematic knowledge base. Most work on 
privacy in a clinical-research context has looked at research 
participants’ informational privacy and their right to control 
their personally identifying health information. Further 
research should extend the focus to other facets of privacy, 
such as its physical, psychological, and social dimensions. 
This would encourage a holistic understanding of privacy in 
clinical research. Also, some privacy problems occurring 
today are fundamentally different from those of the past, so 
more research is needed into how privacy and confidential-
ity may be breached during the clinical-research process. 
Such awareness could aid in creating processes through 
which privacy and confidentiality are protected throughout 
the research. Furthermore, there is a need for more in-depth 
studies examining how individuals understand privacy in 
clinical research and the ways in which they want their 
health information used in clinical research for the benefit 
of society. The central ethics question that researchers 
should explore is how to protect privacy and confidentiality 
in constantly changing clinical-research practice.

Educational Implications

Hospitals should provide education for researchers and 
clinical staff in relation to privacy and confidentiality regu-
lations. This is particularly important in countries affected 
by significant developments, such as changes in European 
Union data-protection law. In addition, clinical researchers 
need new kinds of knowledge, understanding, skills, and 
methods if they are to protect study-subjects’ privacy, in 
response to the evolving nature of health data and the 
increased use thereof in clinical research. Data-holders 
should help researchers navigate and understand the data 
sets they use in research. Policy makers and regulators, in 
turn, should attempt to develop clear and flexible regula-
tions that guide privacy protection in clinical research. In 
parallel work, the scientific community could usefully 
strive to clarify and harmonize terminology (such as that 
related to anonymization and de-anonymization). As the 
public has limited knowledge related to privacy and confi-
dentiality in clinical research, better understanding and edu-
cation of laymen in this field are necessary for establishing 
public trust and for ethically conducted clinical research. 
For instance, it is vital for hospitals active in clinical 
research to cultivate and maintain open interaction with the 
local community in relation to privacy and confidentiality 
in clinical research. We argue that making the public and the 
health-policy sector more aware of the ethics factors in clin-
ical research should be a high priority.
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