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Last year, @ OUT OF 10 Since 2008, EHR adoption rates Across all the hospital types
office-based physicians noted have doubled roughly 907 of hospitals have
that they'd adopted Electronic from 427 to 877%. EHR technology.

Medical Records (EHR).

Americand ude. mcHealth for

66 45, 46; 061

of Americans use a of Americans use use it for medication use it to
mobile app to manage mHealth for tracking reminders. communicate with
health related issues. symptoms. their doctors.
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Doctors are 250% more likely In 2013, 86% of doctors and Roughly 60% of pediatric
to own a tablet than average nurses used a tablet — that's doctors send and receive work
CONSUMErs. up from 78% in 2012, related texts.
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HEALTH DATA RISKS

One study noted that roughly there were a total of

last year, resulting ina
combined loss of well over

of health care organizations : health records.

experienced a in
the last two years.

Hacking/IT Improper Unauthorized
incident disposal access

Data breaches cost the

health care industry roughly The first six months of The second half of the year
2016 averaged featured an average of

each year.

had their health
data compromised
by a series of
breaches last year.

include the
Premera Blue Cross hack that affected Anthem Blue Cross hack, which impacted

HOW TO PROTECT PATIENTS’ DATA

All data-at-rest and all
mobile devices
— including tablets —

should be encrypted.

Conduct an annual

HIPAA security
risk analysis

to ensure that all
storage tools are From 2009 to 2014, the theft (or

Secure. ' l accidental loss) of unencrypted
devices contributed to a third of

all major breach incidents.

Physicians and nurses need to
understand how to store and
send data securely. In other
words, use decent
passwords, log out of
networks when finished and L L L
avoid using personal devices.

22.3x%

of all health IT users actually
share their passwords
with other users.

All networks and servers should All firewalls and security Develop an incidence response
have remote wiping or remote software should be up to date. plan in order to contain the
disabling enabled. damage and mitigate losses.

Develop a security strategy that's customized for the particular data an
organization stores (e.q. Social Security information).

@ healthinformatics.uic.edu
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