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DirectTrust.org, Inc.

(DirectTrust) is a voluntary, self-

governing, non-profit trade

alliance dedicated to the growth o ﬁa’es ‘

of Direct exchange at national 2 Vy?j;’fﬁf * |

scale, through the establishment N

. . . . Security & Trust
of policies, interoperability Eramework

SECURE =

requirements, and business
practice requirements.

EHNAC-
DirectTrust

. Accreditation
DirectTrust operates under a Hretnt| Program

Cooperative Agreement with @eHNAC
ONC to support its work of DT
creating a national network of
interoperable Direct exchange

services providers.
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‘ ° Collaborating to Build
é lrect l l I St the Security and Trust Framework
for Directed Exchange

DirectTrust “scalable trust” network  jaff

* Orange states have inter-HISP
Direct exchange for any subscribers
of the accredited HISPs listed,

by virtue of the DirectTrust Anchor
Bundle Distribution Service, as of
October 30, 2013.

* Yellow states will have inter-
HISP Direct exchange in early 2014 as
the number of accredited HISPs’
trust anchors are added to the
Bundle.

* Example: if you have a Direct
Address from ICA in Missouri, you

- . _ can Direct exchange with a person
| ICAYY ‘J]Jl[lﬂ QY VeoAlles having a Direct Address from
/agtl;gn DKH‘LZQ}!{X Sinfomedtrix  MaXMD s/u?escripts Cerner in Kansas, and with a
) o person having a Direct Address
from MaxMD in Rhode Island, without

any additional contracts between
exchange partners.

. ~=EMR
& Cerner ~Direct
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How did we get to scalable national .e.DlI'eCtTI'USt e

trust for Direct exchange?

* What are the conditions of trust that Direct
exchange “relying parties” need to have met?

* Why was accreditation and audit chosen as the
means of signaling trustworthiness and of
establishing “scalable” trust relationship?

 How does the DirectTrust Anchor Bundle make the
process of network build out more efficient?
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The conditions of trust for. Direct: &g
Privacy, Security, and Trust-in-ldentity for & DlI'eCtTI'USt b Secuty an T Famewo
Point-to-Point Transport of PHI .

’

< acorummy

Sending HISP Receiving HISP

i.devd:if:j validation .

Secunty/Trust | Security/Trust
A ﬂ e ) Fesey <‘, 0
. ¢ Direct Agent —— Cerner'
surescripts (SMTP / SMIME) <
. i SMTP Server
‘ encryption 4
o %
S Endpoint Communication Endpoint Communication 5
) (XDR, SMTP, others) (XDR, SMTP, others) 7]
» 7]
- A 4
Sending Receiving o :
&:)lc Setem | EHR EHR [ seem | < Cerner
@Sender Recipient @
DrBob@direct.familypractice.com DrSusan@direct.cardiology.com
(has been identity vetted, has X.509 (has been identity vetted, has X.509
Digital certificate bound to address.) Digital certificate bound to address.)
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The benefits of accreditation and audit e
« DirectTrust st
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* Feasibility of national
scope

* Low cost compared to
contracts

e Audit involves on site visit,
additional assurance

* Enables network effect

* Avoids costs and
variability inherent in
multiple, one-off contract
negotiations, and the
rate-limiting effect these
would have on adoption
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DirectTrust Anchor Bundle for 7. o
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“scaling” of trust relationships

Trust Community Anchor Distribution Site

‘hé' Collaborating to Build
.e@DlrectTrus A
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Trust Bundle

(PKCS7)
As of October, 2013,
there are 10 accredited

HISPs’ trust anchors in the N
Trust Anchor Bundle, leveraging
90 separate connections between 4 TP(

the HISPs, and linking over
1,000 health care organizations

to the DirectTrust network. DirectTrust
NETWORK

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
DTAAP HISP DTAAP HISP DTAAP HISP DTAAP HISP
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David C. Kibbe MD, President and CEO
DirectTrust.org

David.Kibbe@DirectTrust.org
Kibbedavid@mac.com
913.205.7968
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